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SCAMP AT&T has queried for records using Central Time Zone. AT&T's records are stored and provided in -, -3
UTC. m—"

Run Date: 06/28/2016
Run Time: 14:49:52
Landline Usage For: (432)688-6646
Item ConnDateTime Originating Sec. Orig. Terminating Dialed Elapsed CIc Call Code Orig.

(uTC) Number Number Number Time Acc.
1 07/01/14 14:28:05 5757481471 4326886646 1:22 288 119
2 07/01/14 14:28:06 1635796 5757481471 4326886646 1:;23 9020 827 866
3 07/01/14 14:28:06 5757481471 4326886646 1:23 9053 343
4 07/09/14 21:14:32 5758853383 4326886646 1:42 288 119
5 07/09/14 21:14:33 342378 5758853383 4326886646 1:42 9020 827 848
6 07/15/14 19:36:54 7133504816 4326886646 10:06 333 119
7 07/22/14 17:55:44 4322079999 4322607313 4326886646 0:06 9 66
8 07/22/14 17:55:45 4322607313 4326886646 4322506000 0:07 9 720
9 07/22/14 18:09:54 4322079999 4322607313 4326886646 1:16 9 66
10 07/22/14 18:09:56 4322607313 4326886646 4322506000 1317 9 720
21 08/05/14 18:19:22 4322079999 4322961558 4326886646 8:58 9 66
12 08/05/14 18:19:23 4322961558 4326886646 4322506000 8:59 9 720
13 08/05/14 21:01:24 4322079999 4322961558 4326886646 1:13 9 66

w ) N\ 326886646
@ 68/07/14 14:43:48 415707304 4326870011 289133432688 4326886646 0:38
664
16 08/15/14 20:16:42 5753028732 4326886646 1:14 288 119
17 4 08/15/14 20:16:43 5753028732 4326886646 1:15 314 306 202
18 08/21/14 19:16:34 4322507348 4326886646 4322506000 1:02 9 720
19 08/21/14 19:16:34 4322949999 4322507348 4326886646 1:01 9 66
20 08/21/14 19:23:58 4322507348 4326886646 4322506000 0:05 9 720 o -
21 08/21/14 19:23:58 4322949999 4322507348 4326886646 0:04 9 66 = =
22 08/22/14 13:29:23 289133 4326886646 4325534699 0:00 807 5 § 3
23 08/22/14 15:47:57 4326868235 4326886646 5:32 721 g E ) E
24 08/22/14 15:47:58 4326868235 4326886646 4322506000 5:32 9 720 u?: 3“ § -
25 08/27/14 20:18:39 5757481471 4326886646 0:35 288 119 9 ﬁ - s 8 E.,
26 08/27/14 20:18:41 1347060 5757481471 4326886646 0:35 9020 827 772 e (=) ; ;’ - 9
27 08/27/14 22:04:08 289133 4326886646 4329341852 0:00 807 a g § % E =
28 08/27/14 22:10:44 289133 4326886646 4322545870 0:00 807 g - ; = 2 8
29 08/28/14 21:39:41 5758853383 4326886646 0:34 288 119 5 %9 § ) E
30 08/28/14 21:39:42 1243029 5758853383 4326886646 0:34 9020 827 772 E"OHUE'ZH
31 08/29/14 20:44:07 2544421189 4326886646 0:42 432 110 ~ E ? a
32 08/29/14 20:44:12 2544421189 4326886646 0:45 288 119 20 z
33 08/29/14 20:44:14 1243029 2544421189 4326886646 0:45 9020 827 772 N ; 5
9! Z
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(- AT&T Records key

Column Definitions for Mobility Voice Report

Note: Call times are stored and displayed in UTC

Column Name Description

Connection Date. The date the call was connected.
Date

Conn Date Time | Connection date and time- Date and Time the call was connected. Displayed as one column
on the Landline Call Detail Records.

Originating The hone number the call/text origina from. .For data records, this does not necessarily

Number mean the number originated the data transaction. The network constantly communicates
with internet enabled devices and the data records do not indicate if a customer initiated a

data transaction.

DIALED (D) The number that the originating party dialed.

O

Appears in subsequent line of the same row in the Originating Number column.

Note: only appears if the Terminating number differs from the Dialed number,

TRANSLATED Indicates if a number was translated to a different number. For example, if the number
(T) called is 911, then that gets translated to a ten digit number for routing to a 911 dispatch

center. The (T) indicates the number the translation was from, not the number translated to. _

ET (Elapsed Duration of the transaction. Duration is in HH:MM:SS
Time '

.

_‘ AT&T Proprietary
" The information contained here is for use by authorized persons only and is not for general distribution.
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C’ IMSI The IMSI is a globally-unique code number that identifies a GSM subscriber to the network.
International The IMST is linked to your account information with the carrier. The IMSI resides in the
Mobile SIM card which can be moved from one GSM phone to another.
Subscriber
Identity Only the IMSI of the number requested in the legal demand is displayed.

Feature This column represents the type of call that occurred as recorded by our network and used
for purposes of processing a call on AT&Ts network. These are not necessarily indicative of
features on a customer’s account or the types of services subscribed too.

C (Model | The Model of the handset used in the transaction

(A AT&T Proprietary
The information contained here is for use by authorized persons only and is not for general distribution.
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Feature Definitions for Mobility Voice Report

Features represents the type of call that occurred as recorded by our network and used for purposes of processing
a call on AT&T's network. These are not necessarily indicative of features on a customer’s account or the types of
services subscribed too.

Feature Acronym Feature Definition

Barring of All Incoming Calls
'CBIP' Barring of All Incoming Calls Roamin Outside
Public Land Mobile Network

Barnn of All Outgoing Calls

'CBOIP' Barrmg of All Outgomg Intl Calls Except to Public
Land Mobile Network

'CBOUK' Bamn o of Outgoing Calls

AT&T Proprietary
The information contained here is for use by authorized persons only and is not for general distribution.
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: 'CFB' Call Forwarding Subscriber Bus
Call Forsesrding No Repl
Ell Bowere e 1 Ot (Unknown)
All Forvarding
Advice of Charge Informaon
ame o TonsusGegesewe
Call Re-origination B Cause
_
. _

- _
_

_ Optimal Routing (of Late Call Forwarding
VM Voicemail involved in tansacton

——

AT&T Proprietary
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AT&T SMS Key Column Descriptions

Note: Call times are stored and displayed in UTC

Column Name . Description

Number that received the SMS

AT&T Data Key Descriptions
Note: Call times are stored and displayed in UTC

Column Name

Description

- 7 "~ | The number of bytes from the network to the
mobile station.

~ AT&T Proprietary
.. The information contained here is for use by authorized persons only and is not for general distribution.
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(\' AT&T Landline Key Column Descriptions

Note: Call times are stored and displayed in UTC

Column Name Description

CIC Carrier Identification Code. The number in this
column translates to identifying the interexchange
carrier of the call. A public listing of CIC codes
can be found at the following url:
http://www.nanpa.com/reports/reports_cic.html

Orig. Originating Access ID. When a call is received

Acc. from another carrier and traverses AT&Ts VoIP
network. This number translates to what carrier
sent AT&T the call.

Originating Access Id and other technical
information can be obtained from the FBI NDCAC
Technical Resource Group which can be reached at
855-306-3222.

AT&T International Descriptions

Note: Call times are displayed in UTC

A,

[ AT&T Proprietary
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Column Name Description

Date/Time call was connected in UTC. Times is expressed in military
time as HH:MM:SS.

(‘)—rlélna‘ting The phone number the call originated from.
Number
Sec. ‘Secondary Originating Number. This is a number that sits be.hmd a

- Originating customer’s internal phone network. An example of this is someone’s
m»’ | desk phone in a large office with a PBX system. Calls can originate from
S a Secondary Originating Number.

Dialed Number | The number dialed.

Elapsed Time | The time the call was connected in minutes and seconds.
Orig Country The country the call originated from based on the NPA-NXX of the
party that placed the call.

Dial Country The country of the number dialed based on the NPA-NXX of the dialed

number.

In Country Inbound Country. The country AT&T terminated the call to. This does

not necessarily mean the called party is in the listed country. This

represents the country that AT&T directed the call to in order to
properly route the call to its final destination. Other carriers may pick up
the call after the call has left the AT&T network.

Out Country Outbound Country. The country AT&T routed the call from. This does

' not necessarily mean the call originated from the listed country. This

represents the country AT&Ts network was used in to properly route the

call to its final destination.
Ans Ind Indicates if the call was answered.
From CPN From Calling Party Number. Indicates if the call originated from the
Originating Number.

AT&T MESSAGES USER GUIDE FOR LAW ENFORCEMENT
TRANSACTIONAL LOGS FROM AT&T MESSAGES

Effective June 3, 2014, requests received for transactional usage will now include AT&T Messages
transactional logs for AT&T mobility customers who subscribe to AT&T Messages. This document is being
provided to help you understand how the transactional logs for the requested AT&T Messages subscriber
are presented. The AT&T Messages transactional logs stored are: Voice logs, MMS logs and Text (SMS)

logs.

As of September 9, 2014, these logs will no longer be sent in .tgz format. They will now be sent in
our standard AT&T report formats: .pdf and .txt.

Some logs are in UTC time, therefore, you may see transaction results with the next day’s date stamp on
them.

AT&T Proprietary
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JIso, you may see duplication between the logs provided from the AT&T Messages Cloud and the other
records returned from AT&T's SCAMP system.

Depending on the information requested, you will receive one or more of the following file types:

CAL Records

Inbound and Outbound Each record will be identified as Inbound or Outbound. This includes calls to voicemail and voicemail
Call Logs retrieval.
* Disposition: Left message, hung up, answered, rejected, or busy.
* Duration: Length of call in seconds.
¢ Time: The day/date and time the call was made. Time is in UTC (see conversion chart above).
* Source Phone Number: The number the call was sent from.
« Destination Phone Number: The number the call was made to.
MMS Records
Inbound and Outbound Each record will be identified as Inbound or Outbound.
MMS Logs * Time: The day/date and time the call was made. Time is displayed in CDT with the UTC

offset.. The negative number to the right of (CDT) reflects the UTC offset. The -0500 means 5
hours were subtracted from the UTC time to display the time in CDT.

* Source Phone Number: Displays the number the message was sent from with an extension
of “@tel.metasphere.metaswitch.com”. This extension does not imply a valid email
address that is associated with the phone number. This is simply an internal extension
used by AT&T to deliver the information.

* Destination Phone Number: The number the message was sent to with the same extension
used in the From field.

« Source IP: When a MMS message is sent from the AT&T Messages Web User Interface
(WUI) instead of a handset, the IP address will be captured. This information is returned only if
location information is requested in the legal process.

xt Message Records

‘Inbound and Outbound
Text Records

Each record will be identified as Inbound or Outbound.
* Time: The day/date and time the call was made. Time is in UTC (see conversion chart above).
« Source Phone Number: The number the call was sent from.
¢ Destination Phone Number: The number the call was made to.

Important Note: There is currently a bug which affects the week day returned in the Time field. The date is correct,
however, you may find ‘Mon’ for Monday is populated the majority of the time which is erroneous in most cases.

AT&T Proprietary

The information contained here is for use by authorized persons only and is not for general distribution.

Page 8 of 8



